. £ Y Routledge
Su1‘v1val s g Taylo';J&Francingroup

l’alldelliilti;:i Survival
Global Politics and Strategy

ISSN: (Print) (Online) Journal homepage: https://www.tandfonline.com/loi/tsur20

The Strategic Implications of China’s Weak Cyber
Defences

Greg Austin

To cite this article: Greg Austin (2020) The Strategic Implications of China’s Weak Cyber
Defences, Survival, 62:5, 119-138, DOI: 10.1080/00396338.2020.1819648

To link to this article: https://doi.org/10.1080/00396338.2020.1819648

@ Published online: 23 Sep 2020.

\]
CJ/ Submit your article to this journal &

||I| Article views: 236

A
& View related articles '

(&) View Crossmark data &'

CrossMark

Full Terms & Conditions of access and use can be found at
https://www.tandfonline.com/action/journalinformation?journalCode=tsur20


https://www.tandfonline.com/action/journalInformation?journalCode=tsur20
https://www.tandfonline.com/loi/tsur20
https://www.tandfonline.com/action/showCitFormats?doi=10.1080/00396338.2020.1819648
https://doi.org/10.1080/00396338.2020.1819648
https://www.tandfonline.com/action/authorSubmission?journalCode=tsur20&show=instructions
https://www.tandfonline.com/action/authorSubmission?journalCode=tsur20&show=instructions
https://www.tandfonline.com/doi/mlt/10.1080/00396338.2020.1819648
https://www.tandfonline.com/doi/mlt/10.1080/00396338.2020.1819648
http://crossmark.crossref.org/dialog/?doi=10.1080/00396338.2020.1819648&domain=pdf&date_stamp=2020-09-23
http://crossmark.crossref.org/dialog/?doi=10.1080/00396338.2020.1819648&domain=pdf&date_stamp=2020-09-23

The Strategic Implications of
China’s Weak Cyber Defences

Greg Austin

China has raced ahead in quantum-communication technology, with remark-
able achievements in teleportation of the electronic properties of remote
subatomic particles.! In 2015, it had its first mainland-resident Nobel Prize
winner in a scientific discipline (medicine).? Yet the innovation picture for
the country is a mixed one. China publicly promotes the indigenisation
of advanced technologies, including cyber capabilities, but more candid
assessments do not bear out its technological nationalism. In particular, the
country’s leaders consider its cyber defences weak, as reflected in its contin-
ued reliance on US-based corporations for basic, front-line cyber security.’ In
2016, for instance, President Xi Jinping complained that foreign corporations
controlled China’s core technologies.! In 2019, the Bank of China — China’s
leading international bank — and IBM announced a partnership in developing
new cyber architectures for the bank, which has offices around the world.®
Western assessments confirm the weakness of China’s cyber defences,
although mostly in passing. The IISS’s Asia-Pacific Regional Security Assessment
2019 concluded that the country ‘continues to encounter a range of challenges
and potential vulnerabilities in this new domain, including the relative inse-
curity of its own information-technology ecosystem’.® US sources, often prone
to exaggerating China’s strengths, have begun to recognise the weaknesses in
China’s cyber defences.” According to the International Telecommunications

Union’s most recent cyber-security index, China ranks 27th in the world
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in overall cyber capability, behind countries such as Croatia, Denmark,
Egypt, Germany, Italy, Russia and Turkey.® China and Turkey have among
the highest rates of malware infections. An industry website, Comparitech,
has ranked China 23rd out of 76 countries based on 2019 data.” The World
Economic Forum’s ‘Global Information Technology Report” ranked China
59th in network readiness in the several years up to 2016, when it was dis-
continued.”” The Global Innovation Index (GII) for 2019, compiled by a
consortium of reputable international organisations and not confined to
cyber, ranks China 14th. China has not been in the top ten in any year since
the GII was established, that range being dominated by the US and its allies."

According to a report from China’s National Internet Emergency
Response Center in 2018, phishing cases in China decreased by 72.5% from
2016 to 2017. The number of active control terminals launching distributed
denial-of-service (DDoS) attacks decreased by 46%, and the number of con-
trolled sources launching DDoS attacks decreased by 37%."* But although
the proportion of backdoors installed in Chinese websites decreased sig-
nificantly, the volume of webpage-tampering incidents increased by 20%
across all sectors, and by 30% for government websites. The annual growth
rate of the number of new security vulnerabilities discovered exceeded 20%.
DDoS attacks against China became more powerful, with the number of
high-volume attacks (exceeding one terabyte per second) reaching 68 in
2018. The number of malicious sniffing and cyber attacks on industrial facil-
ities, systems and platforms increased significantly. The National Internet
Emergency Response Center also reported that the top three foreign sources
for malicious software in China in 2018 were Canada, Russia and the United
States, and that the three top ones for hosting control servers distributing

this software were Germany, Japan and the US.

Leadership perceptions

In 2013, two public events demonstrated to the Chinese leadership how
weak their cyber defences had been. In February of that year, the private US
company Mandiant (since subsumed by FireEye) was able to penetrate one of
the People’s Liberation Army’s (PLA) most secretive cyber-espionage teams,

Unit 61398, reportedly even acquiring video footage of activity inside its
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operations centre. The company publicly documented its success, which was
amplified by New York Times reporter David Sanger in his 2018 book The Perfect
Weapon.”> Mandiant’s infiltration revealed significant Chinese vulnerability.

In June 2013, Edward Snowden revealed widespread successful penetra-
tion of Chinese systems by the National Security Agency (NSA). Snowden
claimed that the NSA had been hacking the majority of Chinese government
and private systems since 2007, relying on routers provided by the US firm
Cisco Systems.'* American agencies also had been closely tracking suppos-
edly secret cyber operations by China for several years.” In his State of the
Union address in February 2013, president Barack Obama suggested that
the US had substantial knowledge of China’s cyber-intelligence operations,
stating that ‘our enemies are also seeking the ability to sabotage our power
grid, our financial institutions, our air traffic control systems’.'®

Chinese leaders were concerned about the security of their own high-
level communications. In 2012, when Xi Jinping was assuming leadership
of the country, two Western news outlets revealed explosive details of the
personal wealth of the families of Xi and outgoing premier Wen Jiabao."”
Most likely, hacks into Chinese systems produced some of the informa-
tion. By 2013, electronic documents from two tax havens (the Cook Islands
and the British Virgin Islands), almost certainly leaked by a Western intel-
ligence agency,’ led to publication of a thorough investigative report on
corrupt Chinese offshore investments by the International Consortium of
Investigative Journalists.” Intensifying leadership concerns was the con-
stant flow of secret Chinese Communist Party documents about censorship
and public security into the hands of Western analysts.?

To Chinese leaders, they and China’s security sector seemed almost
defenceless in cyberspace. The public response came in February 2014
when Xi announced his country’s intent to become a cyber power and set
in motion a raft of institutional reforms.?* He explicitly linked cyber defence
to national security, noting that there can be no national security without
cyber security.?? His government saw cyberspace defence as the front line of
international security, reflected in a statement in China’s Military Strategy
2015 that ‘outer space and cyberspace have become the new commanding

heights in strategic competition among all parties’.”
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Foundations of China’s national cyber security

China still has only a modest domestic cyber-security industry, a fraction
of the size of its American counterpart. According to a recent report by an
authoritative industry alliance, the ‘overall scale of the industry is still small’,
around RMB39 billion (about $6bn) in 2018.% (The estimate does not appear
to include two state-owned corporations included in the Global Fortune 500
that have cyber-security divisions.) The report notes rapid growth in the
sector in recent years (18% from 2017 to 2018, and a projected annual growth
rate of 20% to the end of 2021). The sector should reach RMB66.8bn ($10bn)
by 2021. For comparison, in 2018 the security-related income of IBM alone,
the leading US cyber-security company, grew by 55%, and revenues may
have reached $4bn.* The report indicates that in China the “proportion of
investment allocated to cyber security within informatisation projects is still
low, demonstrating an evident gap with the more developed countries in
Europe and the United States’.?®

A recent report from Tencent Security Response Centre — part of the
Chinese company Tencent, one of the world’s largest internet firms — offered
additional explanations for the weak position of the country’s cyber-
security sector.” These included a focus on profit instead of security; high
cost; a general lack of talent; concentration of the sector in Tier 1 and Tier 2
cities such as Beijing, Guangdong and Shanghai; poor cyber-security-threat
technology; reliance on foreign imports for basic information infrastructure;
lack of national control in core technologies; weak capability to track hostile
activity (especially advanced persistent threats); reliance on out-of-date
methods of protecting data; limited legal foundations for countering and
tracking illegal access of data; and underdeveloped identity-authentication
systems. The report observed that Chinese firms’ cyber-security investment
as a share of total investment (1.78%) was far lower than that in the US
(4.78%) and the rest of the world (3.75%).%

Although China’s cyber-security companies’ global footprint is
improving, it remains underdeveloped. Consequently, they do not benefit
from internationalisation in the same way as firms such as NortonLifeLock,
IBM and even Kaspersky have done. More broadly, the Chinese government

has not been able to elevate its educational system to meet the cyber-power
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ambition set in 2014.” The workforce deficit is massive. One Chinese
corporation recently noted that ‘the current supply of cyber security talent
is approximately 100,000 while demand is expected to reach 1.4 million in
2020".* Further distorting the labour market, less developed areas of China
‘suffer from alack of educational resources, hence causing poor cybersecurity
practices and awareness in those regions’.* The massive over-concentration
of trained people in a small number of cities makes the problem even worse.

The quality of cyber-security education has caught the government’s
attention. It has launched a number of initiatives to remedy the problem, but
not on a scale that matches the shortfall in numbers or quality. For example,
in its annual ranking of the country’s educational institutions by discipline,
the Chinese Universities Alumni Association includes none of China’s uni-
versities at world-class level (nine stars) or the next level (eight stars).*
Only two universities are graded at seven stars. By 2019, China was able to
report a 16% increase in enrolments in its five undergraduate cyber-security
degrees compared with the previous year, though the total numbers (fewer
than 10,000) were still small relative to the need. Enrolment growth in mas-
ter's degrees from 2017 to 2018 was more impressive, at 44% for a total of
just over 30,000. The years between 2014 and 2018, since China declared its
cyber-power ambition, had not seen such impressive growth.*

According to Li Aidong, deputy director-general of the Cyber Security
Coordination Bureau of the Cyberspace Administration of China, the coun-
try’s use of 5G ‘introduces new security risks, making it possible for the
network to be more infiltrated and attacked’.** These risks will be tougher
for a country like China to handle, given its poorly developed talent pool,
than for a country like the United States.

As indicated in Table 1, Western corporations (the so-called ‘US alliance”)
hold by far the most 5G security patents, with the US company Qualcomm
in the lead. It is worth noting that overall there is a surprisingly low number
of patents dealing with 5G security. There will probably be more inherent
security vulnerabilities in 5G technology than any intentionally created by
the Chinese intelligence services, and there is no solid evidence in the public
domain of gaps created specifically for Chinese spying purposes. They arise

more from the nature of the technology than from the malign intent of the
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’

Table 1: Number of European Patent Office patents mentioning ‘5G’ and ‘security

Total patents mentioning ‘5G’ and ‘security” 29,934
Mentioning Qualcomm 2,066
Mentioning Huawei 1,387
Mentioning AT&T 1,233
Mentioning Ericsson 694
Mentioning ZTE 223

Source: European Patent Office, as of December 2019.

corporation designing the software and firmware. If Huawei’s participation
in national 5G networks creates vulnerabilities for Western cyber security,
China itself would face reciprocal vulnerabilities that are probably more
daunting: leading Western intelligence agencies can exploit Huawei tech-
nology at least as easily as Chinese agencies can.”

Cyber-defence weaknesses in the civil domain carry over to the military
sector to a considerable degree. All countries’ militaries depend in part on
non-military organisations to provide cyber defences for military forces
and national security. For instance, the US Department of Defense has a
large civilian cyber-security workforce drawn largely from educational and
training institutes in the civilian sector. So it is in China. While the country
has made impressive breakthroughs in niche areas, such as quantum com-
munications, these do not depend as much on distributed capabilities and
mass interventions as cyber defence does. The cyber-defence task for the
PLA is gargantuan, involving the personal security habits of hundreds of
thousands of uniformed personnel as well as a large number of civilian
employees and external contractors supporting PLA systems.*

The PLA has several major professional military-education institutions
at university level that produce graduates in cyber-defence areas. The most
important one now is the PLA Information Engineering University (IEU)
in Zhengzhou, subordinate to the Strategic Support Force. This university
is the only officially designated national cyber-security personnel-training
base for the PLA.¥ It has more than 2,000 teaching and research staff,
including 153 doctoral supervisors and 447 master’s supervisors. The
overall size of the IEU disguises its intense concentration of resources in

teaching cyber defence. It takes a multidisciplinary approach that integrates
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Table 2: Number of planned IEU places by major for 2013, 2018 and 2019

Major 2013 2018 2019
Communications engineering (communications techniques and application) 10 17
Communications engineering (communications-equipment research and protection) %0 10 14
Information engineering (signal analysis and treatment) 25 40 30
Artificial intelligence (treatment of artificial-intelligence data, research and development 0 0 30
of equipment)

Information-confrontation techniques (cyber defence and attack) 0 20 20
Information security (cyber defence and attack) 24 20
Information security (information management) 8 0 64
Electronic science and technology (information-equipment techniques and protection) 0 35 20
Management science and engineering (information management) 0 30 85
Confidentiality management 0 0 85
Microelectronics science and engineering (information-equipment techniques and protection) 0 20 20
Computer science and techniques (cyberspace security, techniques and command) 20 40
Computer science and techniques (computer-equipment research, development 17 0 14
and protection)

Internet engineering (cyberspace security, techniques and command) 35 30 45
Cyberspace security (cyberspace security, techniques and command) 0 70 60
Cryptography engineering (information research) 93 0 41
Cryptography (information management) 37 25 20
Electronic-information engineering (information-equipment techniques and protection) 0 0 11
Electronic-information engineering (information techniques and command) 0 20 1
Big-data engineering (data protection) 0 30 45
Target engineering (data protection) 0 20 45
Totals 326 402 737

Sources: Huangpu No. 1 Military Academy Information, 2019 Military Academy Admissions Guide 24th Station: Information
Engineering University, China Military Network, 21 June 2019, http://www.chinamil.com.cn/201311jxjjh/2019-06/21/
content_9535184.htm; Information Engineering University of the Strategic Support Force of the Chinese People’s
Liberation Army, ‘Strategic Support Force Information Engineering University 2018 Recruitment Program for General High
School Graduates;, Qian Ye Wang website, 8 July 2018, https://www.zjut.cc/article-130162-1.html; and ‘China People’s
Liberation Army Information Engineering University Admissions Plan 2013; BaiduWenku, 3 July 2013, https://wenku.
baidu.com/view/6844bf552b160b4e767fcf31.

science, engineering, military affairs, culture and management. It has 78
distinct undergraduate programmes, though some have little to do with
cyber defence. Table 2 shows a list of the majors for 2013, 2018 and 2019, and
the number of students planned for recruitment in each year.*® It appears
that four new majors may have been created for 2019: artificial intelligence
(Al), information security (information management), confidentiality
management and electronic-information engineering. In 2019, the total

number of student places for all listed cyber disciplines was 737. This
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accounts for 64% of the places available at the IEU. The percentage of IEU
students undertaking the cyber-related majors for 2019 is double the share
for 2013, which was 34%. The number of students represents around 8% of
the total number of all military-academy places available in 2019. There has
been a 15% increase in overall numbers recruited for the IEU between 2013
and 2019, as well as a dramatic shift in the share of places going to the cyber
disciplines. However, higher student throughput may still be too low for
a country aiming to produce fully informatised armed forces by 2035. For
comparison, US cyber-security education for military and national-security
purposes has been the subject of concern and a succession of presidential
initiatives over more than a decade. US President Donald Trump declared
an arms race in cyberspace workforces in May 2019.* But the quality of
cyber-security education in the United States is far richer than China’s at
every level.*

Based on open-source information, there is not yet a sufficient Chinese
educational infrastructure to allow widespread diffusion of knowledge
about cyber defence in the officer corps. Public reporting about cyber mili-
tary exercises suggests a similar lack of diffusion of ideas and policies among

lower-ranking personnel.

Implications of China’s cyber-defence weakness
There are few probative public documents or statements from the Chinese
government on different approaches to the use of force involving cyber-
strike assets. Articles in military journals such as China Military Science
(published by the PLA Academy of Military Science) or Military Technology
(published by the National University of Defense Technology) offer some
guidance, but it is impossible to determine what weight opinions published
in such journals carry in leadership circles, or in formal doctrine and plan-
ning. No doubt US and allied intelligence agencies have greater insights
into that question than are available in the public domain. We can, however,
draw considered inferences on the basis of Chinese strategic policy.

One is that China has no intention of provoking a war, or even a short
armed conflict, with the United States. This stance is unlikely to change

during the next decade. China is prepared, however, to use force against
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the US if needed to prevent a permanent separation of Taiwan from the
mainland.* It would also do so to defend its current positions on disputed
parts of the Spratly Islands. Of these two different scenarios, only the
Taiwan crisis would be likely to involve large-scale use of cyber attacks on
military targets.

Chinese leaders almost certainly believe that the United States and its
allies possess overwhelming military power for most contingencies involv-
ing China, and they see superior cyber capability as underpinning that
power. Partial confirmation emerges from the political, strategic and mili-
tary reforms begun in 2014, which were manifested most directly in 2015
in both China’s Military Strategy and its creation of the Strategic Support
Force to lead and coordinate cyberspace and related information-warfare
activities for the armed forces.** China sees itself as in the early stages of the
military reforms required to be competitive in military cyberspace opera-
tions in future war, a position evidenced in part by three military goals: basic
mechanisation and progress on informatisation by 2020; modernisation
(including informatisation) by 2035; and top-tier global war-fighting capa-
bility by 2049.* Beijing also presumably envisages an Al-enabled warfare
plan as part of the latter objective.*

Chinese planners apprehend the threats and opportunities in military
uses of cyberspace in much the same way as their US counterparts. The
main goal of both is information dominance. An authoritative PLA analysis,
The Science of Military Strategy, specifically cites coordinated space, cyber
and electronic warfare as strategic means to ‘paralyze enemy operational
system of systems and to sabotage the enemy’s military command system
of systems’.* Another source identifies targets in information warfare as
including ‘the enemy’s information detection sources, information chan-
nels, and information-processing and decision-making systems’.* In a 2016

paper, Adam Segal quotes from The Science of Military Strategy:

The side holding network warfare superiority can adopt network
warfare to cause dysfunction in the adversary’s command system, loss
of control over his operational forces and activities, and incapacitation

or failure of weapons and equipment — and thus seize the initiative
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within military confrontation, and create conditions for ... gaining

ultimate victory in war.¥’

Notwithstanding the visibility of such doctrinal views and of some
organisational changes in cyber military capability, as James Johnson notes,
‘far less ink has been spilled on Chinese thinking in the development of
the critical support architecture, which enables and enhances China’s war-
fighting capabilities’.”® In the public domain, China’s military cyber-exercise
scenarios and its perceptions of US target selection against China in the
event of a military confrontation or related political crisis remain opaque.
A recent Chinese article does suggest, however, that planners” focus has
shifted from offence and early cross-domain engagement to defence and
cross-domain deterrence.* Unsurprisingly, the author attributes the shift to
“US perceptions and practice of cyberwar’.

Military academics at the PLA Air Force Engineering University have
assessed that China is lagging in its development of cyber warfare com-
pared to the United States and Russia, which have established specialised
cyber-combat units with actual cyber offensive and defensive training.™
Non-Chinese analyses are equally critical. A 2015 RAND Corporation study
described China as losing out to the United States in a number of net assess-
ments for cyber-dominated conflicts in the Taiwan Strait and in the Spratly
Islands.”? For cyber-dominated conflict, the study observed that by 2015 and
looking forward to 2017, even though China had reduced the US advantage,
it was still palpable.”® Another 2015 assessment that canvassed Chinese mili-
tary writings on cyberspace and asymmetric warfare concluded that ‘the
United States dominates cyberspace and its hegemony there is even more
significant than in the real world’.* In a probing and significant recent con-
tribution to understanding relative cyber military power, the authors argued
that Chinese military and political leaders” dream of catching up with the
US could not be achieved merely by following technological leaders, and
therefore was unlikely to be realised without massive improvements in
national scientific and innovation capability.™

Chinese political leaders probably have only a general understanding

of cyber’s military potential and the cyber superiority of the US alliance.
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But that would be enough for them to be very cautious about approving
any moves that might bring down a cyber storm on China. It is unknown
whether Chinese political leaders have insisted at any stage on a position
that the United States adopted in 2012, whereby only the president could
authorise offensive cyber operations against other countries in peacetime.
But as a result of the diplomatic tensions over cyber activities against the
United States, beginning in 2013 and escalating in 2018, it is a safe assump-
tion that Chinese leaders require a very high level of political authority in
China to initiate such operations, and that they have not yet assessed, as
the United States did with the Cyber Deterrence Initiative in 2018, that this
authority should be passed down the chain of command. It is unlikely that
China is in a position to set itself an aim for wartime, as the United States
did in 2015, to devolve cyber operations to every level of command.”® In
all probability, any Chinese cyber attack against the United States would
require high-level political authorisation that cannot be delegated.

Nevertheless, China’s political leaders do face pressure. They know that
the United States and its Five Eyes allies (Australia, Canada, New Zealand
and the United Kingdom) have been conducting ‘active defence’ opera-
tions (non-espionage attacks) in cyberspace as part of the Cyber Deterrence
Initiative to disrupt China’s cyber-espionage and -reconnaissance opera-
tions, and its emplacement of militarily significant malware. The United
States has also been conducting a trade war and a technology war, both
launched in March 2018 and prompted in part by China’s malicious activity
in cyberspace. These moves threaten China’s economic prosperity.”

As for the military leaders, the first two commanders of the Strategic
Support Force have not had a solid background in cyber-warfare plan-
ning. The second of these and current commander was appointed in 2019,
and had spent most of his military career in the PLA Air Force Airborne
Corps. The most cyber-literate person in the command hierarchy may be
one of the deputy commanders, Lieutenant-General Zheng Junjie, who
has been director of the Network Systems Department since 2016, having
served as president of the IEU and director of the General Staff Technical
Reconnaissance Department, an intelligence-collection unit relying on

cyber operations.*®
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Table 3: Probable Chinese list of assets subject to US cyber attacks on China in a military
crisis, in order of priority

1. Strategic nuclear-missile command and control

2. Medium-range-missile command and control

3. Strategic Support Force command and control

4. Naval headquarters

5. Eastern Theatre Command headquarters, opposite Taiwan, with primary responsibility for Taiwan contingencies
6. Electric grids around key naval and air bases

7. Satellite-navigation systems used by Chinese forces

8. Naval weapons systems and platforms

9. On-board combat systems of military aircraft

10. Chinese intelligence, surveillance and reconnaissance capabilities

Chinese military planners surely would have compiled a list of cyber
assets that are critical to national military operations in various contingen-
cies and vulnerable to cyber attacks. The list would be a long one given the
weaknesses in China’s civil- and military-sector cyber defences, and its late
start in planning for civil defence in cyberspace.” The top targets would
probably include the ten listed in Table 3, many of which would also be sus-
ceptible to some form of classic electronic-warfare attacks. This list would
not be highly dependent on any particular scenario.®

Unlike the US, China probably has not developed elaborate, computer-
simulated scenarios for specific target sets. Nevertheless, China’s Military
Strategy 2015 indicates that the government anticipates widespread cyber
disruption of its forces.”" At the same time, Chinese military planners prob-
ably would not expect to have substantial strategic warning about where
the disruptions would occur or how serious they would be for different
types of units, systems and platforms.

From China’s perspective, the upshot is that any armed hostilities with
the United States or its allies must be as contained and brief as is politically
feasible. There is clearly some tension between this imperative and China’s
overarching strategic priority — the use of all necessary force against Taiwan
and its supporters to prevent its permanent separation from China, recog-
nising that this may involve attacks on US military targets. To harmonise
these objectives, and for other domestic political reasons, China wants to
put off for as long as possible any use of force against Taiwan.®* Thus, China
sees the need for a range of coercive and subversive, but non-kinetic, meas-
ures. The crucial question it faces is whether it can apply such measures

against Taiwan without provoking the US into unleashing its substantial
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cyber capabilities against the Chinese armed forces and economy. While
Beijing probably assesses — accurately — that the United States would seek
to preserve its most advanced and secret cyber capabilities for higher-level
conflict, it would be prudent for China also to judge that the US would use
low- and mid-level cyber assets in a non-kinetic contingency to deter Beijing
from escalating.

Segal believes that ‘both the United States and China have an incentive
to use cyber attacks early in a military confrontation. In addition, there are
strong incentives to use the attacks broadly for denial and punishment.
Every network that can support military operations is likely to be targeted.’®®
It is sensible to conclude that every such network could be targeted, but
Chinese leaders would be unlikely to do so except in the most extreme cir-
cumstances. China has far less incentive than the United States to conduct
the sort of military campaign in which its overall military success depends

heavily on success in cyber defence.

All countries, including the United States, have appreciable weaknesses in
their cyber defences. But China’s are greater than those of its strategic rivals.
It has a much weaker cyber-industrial base than the US, far lower levels of
nationwide informatisation, a less advanced and fertile educational system,
and a smaller global industrial and economic footprint. In these circum-
stances, new technologies such as 5G exacerbate threats. Most importantly,
China has no cyber military allies, whereas the United States leads an
unmatchable cyber military-alliance network.

These constraints will shape how China conducts any war with the
United States and its allies. China’s cyber-defence weaknesses are not likely
to be manifested in asymmetric warfare across domains, involving cheap
offensive cyber weapons to degrade superior US weapons platforms and
systems that China cannot match. Rather, those weaknesses will probably
be most salient in the balance Beijing chooses among military assets,
subversion, sabotage, disruption and political pressure to push forward

its strategic agenda. In particular, China appears likely to avoid reliance
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on cyber strikes to disable US military assets and civilian infrastructure in
favour of its better-developed assets of subversion and political warfare. In
a war with the United States in the next decade, at least, China’s weak cyber
defences will compel it to minimise both large-scale kinetic engagements

and large-scale cyber attacks on US military forces.
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Taiwanese (two in the 1950s) or as Transformation’, IBM News Room,
non-Chinese citizens (two). 27 September 2019, https://newsroom.

3 In 2017, China had to walk away ibm.com/2019-09-27-Bank-of-China-
from its indigenisation plan for Expands-Relationship-with-IBM-
an operating system in favour of for-Digital-Transformation.
continued reliance on a special edition ¢ IISS, ‘China’s Cyber Power in a
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Iain Johnson, ‘Redmond Puts Wall strategic-dossiers/asiapacific-regional-
Around Windows 10 for Chinese security-assessment-2019/

Government Edition’, 23 May 2017, rsa19-o7-chapter-s.
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See, for example, U.S.—-China Security
and Economic Review Committee,
2019 Report to Congress of the US—
China Economic and Security Review
Commission, 116th Congress, 1st
Session, November 2019, p. 135,
https://www.uscc.gov/sites/default/
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