Market Analysis East Africa

The job market in East Africa for “cyber policy” roles is growing but remains considerably smaller than the high-demand market for technical cybersecurity professionals focused on tools, tactics, and procedures.

Cyber Policy Job Market

· [bookmark: fnref1][bookmark: fnref2]There is rising demand for cyber policy, governance, and regulatory roles, driven by surges in high-profile cyber attacks, new national strategies, and digital sovereignty initiatives (such as Kenya’s Digital Superhighway and Uganda’s National Cybersecurity Strategy). 
· [bookmark: fnref3][bookmark: fnref2:1]Hiring for cyber policy roles is concentrated in government ministries, regulatory agencies, pan-African organizations, and a few large corporations—these roles are high impact but are much fewer in number than technical jobs. 
· [bookmark: fnref2:2]Most policy roles require backgrounds in law, compliance, international relations, or cyber governance and are not as accessible to early-career entrants as technical jobs. 
· [bookmark: fnref4][bookmark: fnref2:3]The region is making regulatory progress but lacks the volume of dedicated policy positions seen in more developed digital economies. 

Technical Cybersecurity Job Market

· [bookmark: fnref5]Technical cybersecurity roles (e.g., security engineers, SOC analysts, penetration testers, IT security managers) are in steep demand, with Kenya alone projected to require at least 10,000 additional cyber professionals by 2025. 
· [bookmark: fnref6][bookmark: fnref7][bookmark: fnref3:2]Even entry- and intermediate-level technical roles are widely advertised across job boards, consultancies, government projects, and telecom sectors, with growth above 10% annually. 
· [bookmark: fnref8][bookmark: fnref3:3][bookmark: fnref5:1]Many organizations plan to increase cybersecurity budgets, with 34% in Kenya boosting spending, reflecting a clear and urgent technical talent shortage. 
· [bookmark: fnref8:1]The market is favoured toward those who can combine practical security experience with industry certifications and hands-on skills.

Comparative Outlook

	Role Type
	Size & Growth
	Typical Employers
	Entry Route
	Main Drivers

	Cyber Policy
	Small, expanding, high impact
	Govt, regional bodies, select enterprise
	Specialist, legal, policy
	Regulations, national plans

	Technical
	Much larger, fast-growing, high demand
	All sectors, telecom, finance
	Wide: degrees, certs, bootcamps
	Attacks, digitization



· Technical cybersecurity jobs massively outnumber policy-oriented ones in East Africa.
· [bookmark: fnref3:4][bookmark: fnref5:2][bookmark: fnref2:4]Policy jobs are strategic, focused on setting frameworks and compliance, and are rising in prestige as governments modernize, but remain a niche relative to the size of the technical job market. 
· [bookmark: fnref9][bookmark: fnref1:1][bookmark: fnref2:5]Governments in Kenya, Uganda, and Rwanda are investing in both streams, but most available opportunities are technical in nature unless linked to specific government or donor-funded projects. 

Summary:

[bookmark: fnref5:3][bookmark: fnref2:6][bookmark: fnref3:5][bookmark: fnref8:2]While cyber policy work is gaining momentum in East Africa’s public sector and among multinationals, technical cybersecurity positions—ranging from engineers to SOC analysts—dominate the market in scale, accessibility, and growth prospects. The region’s overall shortage of cyber talent is most acute in technical fields, but specialized cyber governance and compliance careers are set to grow alongside national digital transformation and regulatory reforms.

Top Employers for Cyber Policy 

1. Communications Authority of Kenya (CAK) / National Kenya Computer Incident Response Team (KE-CIRT/CC), Kenya’s cyber policy regulator and incident response agency for national strategy, compliance, and regulation.
2. [bookmark: fnref1_1]Safaricom & M-Pesa Africa, The biggest telecom and fintech platform in East Africa, with large cyber GRC, policy, and risk management teams across Kenya and the region. 
3. [bookmark: fnref1_2]National Bank of Kenya, Equity Bank, KCB, Absa, Major banks with regulatory-driven compliance and cyber policy teams; similar GRC teams are key at Stanbic, Standard Bank in Tanzania, and Absa in South Africa. 
4. South African Reserve Bank (SARB) & South African National Cybersecurity Centre, Government regulators and national authorities driving cyber policy and regulatory compliance in South Africa. 
5. Dimension Data East Africa (NTT) / Serianu Limited, Leading consultancies and managed security service providers offering GRC, audit, and policy services to banks, telcos, and government clients. 
6. [bookmark: fnref3_1][bookmark: fnref1_3]MTN Group (South Africa, Uganda, Rwanda, Nigeria), Africa’s largest multi-country telecom, with dedicated GRC/cyber governance and risk functions. 
7. [bookmark: fnref5_1]East African Data Handlers / East Africa Hi Tech Solutions, Major digital security service providers in Kenya, driving cybersecurity policy, forensics, and regulatory projects for SMEs and government. 
8. Uganda Communications Commission & National IT Authority-Uganda (NITA-U), Policy and regulatory agencies leading implementation of Uganda’s national cyber strategy and regulatory oversight. 
9. [bookmark: fnref3_2]Rand Mutual Assurance, Bluespec Holdings, Cyber Insight, Red Kite Security (South Africa), Key South African employers, especially in Cape Town and Johannesburg, hiring for GRC and policy/incident response functions. 
10. International Development & Donor Projects (World Bank, African Union, IMF, large NGOs), Fund cyber policy, digital regulation, and incident coordination projects, directly hiring or contracting senior GRC/policy experts for country or region-wide programs.
