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ABSTRACT 
 

The Australian government is preparing a new cyber security strategy to 
cover the period 2023 to 2030. As part of the deliberations, it called for 
submissions on key issues, including an evaluation framework for the new 
strategy. This paper responds to that call. It offers reflections on a system 
of benchmarking and assessment by which the strategy and its 
implementation can be judged. In doing so, the paper offers a critique of 
existing approaches as the country wakes from what the government has 
called a ‘cyber slumber’. Three factors will be central to the success of the 
new commitments—a sense of urgency, a commitment to coherence 
between policy pillars, and investment of political capital for deep reform 
in individual pillars. All three factors (which we can also take as indicators 
of performance) depend on shared leadership by governments, industry, 
and community actors (especially educators). Any government strategy 
must be judged by its results. If there is not a visible reduction in cyber 
harms brought about government policy, this would appear to suggest 
persistent shortcomings in policy. Successive cyber security strategies (in 
2009, 2016, and 2020) have not been able to show such results (reduction 
in cyber harms) even though the country has benefited from a visible uplift 
in many pillars of cyber security preparedness. Building off that discussion, 
the paper proposes eight principles for an evaluation framework. There 
should be a single overarching evaluation of the entire strategy (to ensure 
coherence between policy pillars) every four years as well as separate 
evaluations of each policy pillar, every two years. The new framework for 
evaluation will require much improved efforts at data collection on 
progress of the strategy. The data collection will need to be informed by 
sophisticated criteria, sustained on a continuing basis, and managed by 
reputable and independent social scientists experienced in public policy. 
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Introduction 
 

 

In early 2023, as the Australian government 
prepares to publish its third cyber security strategy,1 
it is timely to debate the benchmarks by which the 
strategy and its implementation can be judged. In 
the preceding 14 years of cyber policy reform, the 
principle of commitment to evaluation of policy 
performance has not been accorded the high 
importance it should have had. In announcing a 
review of strategy by an expert panel in 2023, the 
government released a Discussion Paper which 
called, alongside many other things, for ‘a 
transparent, meaningful evaluation framework to 
ensure the Australian Government’s vision is 
realised, and the Strategy is fit-for-purpose now and 
into the future’.2 The call for an evaluation 
framework is recognition by the government that 
existing performance assessments, like the policy 
ambitions themselves, have had important 
limitations. This paper is a direct response to the 
government’s call for an evaluation framework. In 
doing so, the paper also addresses some of the 
shortcomings in cyber policy reform in Australia.  
 
The paper provides comment on several questions: 
 

• Who should evaluate Australian cyber 
policy? 

• What benchmarks are used for evaluation? 
• What is a practicable balance between 

qualitative and quantitative evaluation? 
• What is a practicable balance between 

evaluating inputs, outputs, and outcomes? 
• What is involved in creating an ecosystem 

for cyber policy evaluation in Australia? 
 
To help answer these questions, the paper opens 
with a brief discussion of the benefits of evaluating 
cyber security policy. It then looks at the approach of 
successive Australian governments to evaluation of 
cyber policy reform as a constituent element of its 
overall policy agenda. This is followed by a review of 
several assessments or evaluations of Australian 
policy by different entities in the recent past.  
 
This analysis leads to the author’s conclusion that 
Australian evaluation efforts could usefully focus on 
three fundamentals as the key factors that should be 
central to reform of cyber security policy -- a sense 
of urgency, a commitment to coherence, and 
investment of political capital for comprehensive 
(in-depth) reform. All three elements depend on 
shared leadership by governments (federal and 

state), industry, and community actors (especially 
educators). 
The paper then looks at what these three basic pol-
icy tests might mean in practice, before addressing 
the optimal mix of evaluation processes for cyber 
policy in Australia. 
 
The paper will draw on insights from several strands 
of work by the author. The author has been 
analysing international cyber policy (mainly Russia, 
China and the United States), but including a focus 
on national cyber policy in Australia3 for over 14 
years.4 In the International Institute for Strategic 
Studies (IISS) between 2019and 2023, he developed 
this focus on national level policy implementation 
assessing the cyber policies of 25 countries, 
including Australia, Indonesia, Singapore, China, 
Japan, Russia, the US, the UK, Nigeria, and Brazil.5 He 
has investigated key areas of national policy in some 
depth, through substantial research projects on 
cyber security education,6 national cyber 
emergencies,7 and a substantial confidential project 
in 2022 and 2023 on warfighting in the information 
environments of the 2030s. He has also led a year-
long evaluation for the UK Cabinet Office and four 
other government departments.8 

Benchmarking cyber policy re-
form?  
 
The value of benchmarking policy in general has 
been canvassed in earlier publications by this 
author.9 There are at least six strong reasons for 
such evaluations:  
 

• to assess performance objectively 
• to create sustained pressure for improvement 
• to expose areas where improvement is 

needed 
• to identify superior processes 
• to focus on the links between processes and 

results 
• to find innovative ways of responding to a 

problem.10 
 
Evaluation policy and dispositions for that vary 
sharply between countries, and even between 
government departments within one country. The 
UK approach, in place for more than two decades, is 
that ‘monitoring and evaluation of all proposals 
should be […] an integral part of all proposed 
interventions.11 The UK also aims to ensure that 
evaluation costs should be ‘proportionately included 
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in the budget and the management plan of all 
significant proposals’.12 The UK has been one of the 
governments most committed to policy evaluation.  
 
There is a long history in the Australia government 
of commitment to evaluation13 but the actual 
practice has waxed and waned. In recent years, in 
the planning and implementing departments, the 
practice has become largely moribund or lacking in 
independence.14 There has been a ‘general view that 
the state of evaluation within the APS [Australian 
Public Service] is poor’.15 To correct this, and for 
several other reasons, the Australian government 
announced in April 2023 an initiative for 
significantly improved evaluation capabilities in 
government.16  
 
Despite the absence of an agreed overall framework 
for evaluation of cyber policy, the commitment of the 
office of the Auditor General to performance audits 
over several decades, the increasing power of 
parliamentary committees, and a vibrant academic 
community have to some degree compensated for 
the weakness of federal government commitment to 
regular review processes. The Department of 
Industry and Resources is a clear exception to the 
main trend of low interest in program evaluation in 
Australia’s civil service. In 2017, it published a four-
year evaluation strategy.17 In 2021 and 2023, it 
released separate evaluations of two broader 
government policies, inter alia, that had been set up 
as part of the 2016 cyber security strategy (creation 
of a cooperative research centre18 and establishment 
of a cyber industry growth centre). 
 
This latter evaluation of AusytCyber was highly 
critical, with each specific critique below applying to 
it and several other industry growth centres: 
 

• poor intra- and inter-sectoral collaboration;  
• poor connections between research and 

industry sub-optimal workforce skillsets 
and capacity; 

• problematic regulatory issues; and 
• suboptimal international connections and 

opportunities.19 
 
Evidence of the weak commitment to evaluation 
within the implementing departments in Australia 
(at both federal and state levels) is the absence of 
significant budget provision for this activity, in 
strong contrast with their UK counterparts. The UK 
government has an Evaluation Task Force which 
‘showcases evaluation strategies’ from various 
departments to demonstrate its commitment to 
reform.20 The US Department of Homeland Security 

(DHS) in the USA has a variety of standing 
mechanisms for evaluation of its various programs, 
and reports on them annually.21 The Department of 
Finance in Australia is the standard setter for 
evaluations in the Australian government, and has 
well developed guidelines22 but within a permissive 
approach.23 
 
The Department of Home Affairs (DHA), set up in 
Australia in 2017, has the primary responsibility for 
shaping cyber security strategies and evaluating 
their effectiveness. Its annual report of 2020 
provides a useful example of the character of such 
evaluations in the field of cyber policy. In 2022, DHA 
assessed its performance in activity areas that 
affected cyber policy (under the overall objective of 
national security) against the sub-objectives and 
metrics set out in Table 1 below.24 In too many 
places the assessments rely on the juxtaposition 
between ‘completed in full’ and ‘have been 
progressed’ or claims that activities had been 
completed with little assessment  of the actual 
outcomes.25  
 
The metric of success in execution was acceptance 
by a Cyber Security Strategy Delivery Board that ‘in-
itiatives were progressing in accordance with the 
timeframes approved at the Ministerial level’. Out-
comes were expressed in quite generalised terms: 
‘increasing the public and industry's awareness of 
cyber security threats, coordination of Government 
efforts to enhance cyber security capabilities across 
Commonwealth agencies, expansion of Govern-
ment's ability to support small and medium enter-
prises and individuals, and development of robust 
framework to protect critical national infrastructure 
from cyber threats’. The soundness of these claims 
was dramatically challenged at the end of 2022 
when, in response to several large data breaches, the 
Minister  for Home Affairs, Clare O’Neil, claimed that 
the country was waking from a ‘cyber slumber’, as 
also discussed later in this paper.26 
 
It should be noted that the focus of this paper on 
evaluation of government strategies for cyber policy 
reform is not meant to imply that the government 
alone is responsible for the success of strategies, 
which are necessarily based on multi-stakeholder 
approaches. As has been noted, ‘national cyber 
security strategy in a liberal democracy and free 
market economy is not exclusively or even primarily 
a government-led effort. In many respects, the 
government can only facilitate and inspire within 
the constraints of tight budgets. Moreover, Australia 
sits in a global community of cyber security practice, 
technologies, policies, public education, and 
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research on which it can draw but which it does not 
itself shape as an independent actor.27 Nevertheless, 
governments are obliged to be accountable for the 

outcomes of their policies to the extent that they can 
control them. 

 
Table 1: Collated List of Selected Home Affairs Cyber Policy Evaluation Metrics 2021-22 

Sub-objective Metric 

Cyber Security 
Policy: Effective 
cyber security 
strategies, policies 
and advice protects 
and advances Aus-
tralia’s interests 

a) Demonstrated progress against key initiatives within Australia’s Cyber 
Security Strategy 2020 

b) Enhanced national cyber security awareness for Australian families 
and households to protect children and vulnerable people online 

c) Strengthen domestic and international partnerships to ensure collec-
tive action to combat online child sexual abuse, including the organised 
production and dissemination of child abuse materials 

d) Bolster law enforcement capabilities to target, investigate and disrupt 
cybercrime, including child exploitation and other criminal activities 
on the dark web 

e) Enhance industry outreach and national capability collaboration to 
support small and medium enterprises and vulnerable Australians 

f) Manage technology risks to support Australian economic resilience and 
to facilitate economic growth 

g) Demonstrated progress to develop and support implementation of 
Australia’s 10-year National Strategy to Prevent Child Sexual Abuse 

Critical infrastruc-
ture: Effective pol-
icy development, 
coordination and 
industry regulation 
safeguards Aus-
tralia’s critical in-
frastructure against 
sabotage, espio-
nage, and coercion. 

a) Engage with 100 per cent of entities on the Security of Critical Infra-
structure Act 2018 register in relation to security and resilience 

b) 100 per cent of notifications received under the Telecommunications 
Sector Security (TSS) reforms to the Telecommunications Act 1997 are 
responded to within statutory timeframes. 

c) 100 per cent of Foreign Investment Review Board cases referred are 
responded to within agreed timeframes  

Crisis Response: Ef-
fective all-hazards 
coordination and 
response activities 
enhances Aus-
tralia’s ability to re-
spond to crises and 
critical disruptions 
and reduces the im-
pact on Australia 
and the Community  

a) 100 per cent of designated special events have a security risk plan in 
place 

b) 100 per cent of designated high office holders have appropriate physi-
cal risk mitigations in place 

c) Eligible non-financial disaster assistance requests are approved within 
six hours of an agreed request received 

d) Enhanced national coordination of emergency response efforts through 
the management of cross-jurisdictional fora 

 

(Cyber)crime:  
Effectively monitor 
and disrupt trans-
national, serious 
and organised 
crime to protect 
and preserve Aus-
tralia’s community 
and our partners 

a) 100 per cent of capability plans outlining compliance with telecommu-
nication interception obligations are reviewed within statutory 
timeframes, consistent with section 198 of the Telecommunications 
(Interception and Access) Act 1979 

b) The Department implements policy and legislative reforms to enhance 
responses to national security and law enforcement issues 

c) Enhance partner governments' capability through providing capacity 
building resources 

d)  Progress in implementing the National Strategy to Fight Transnational, 
Serious and Organised Crime 
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Australia’s Patchwork Cyber Policy 
Evaluation System 
 
The last decade has seen the emergence of some 
reasonable foundations being put in place for cyber 
policy evaluation in Australia. But the system might 
be best described as ‘patchwork’ rather than a 
system or a coherent matrix. It looks more like a set 
of activities cobbled together from available offcuts, 
rather than a logically developed and 
comprehensively developed analytical framework 
which produces clear feedback loops into policy 
action. 
 
The main sources of evaluation of cyber policy in the 
last decade have been: 
 

• self-reporting by individual government 
agencies through annual reports 

• the annual sector competitiveness plan of 
AustCyber (an industry growth centre) 

• Auditors General (federal and state) 
• National Cyber Security Centre28  
• professional associations, such as the 

Australian Computer Society (ACS) or the 
Australian Information Security Association 

• Bar associations or law societies 
• independent academic researchers or think 

tanks specialising in cyber policy 
• various parliamentary committees (such as 

the Select Committee on Cybersecurity and 
Identity Theft Prevention or relevant 
Estimates Committees in the Senate) 

• the Resilience Expert Advisory Group, CIAC 
• the Industry Advisory Committee (set up by 

the 2020 national cyber security strategy).29 
 
The reference in the preceding paragraph to audi-
tors-general in the state governments of Australia’s 
federal system exposes a rather large hole in claims 
that federal government policy, delivered by the 
Home Affairs Department, is working as well as it 
claims to make the country more cyber safe. One 
need look no further than the several reports of the 
Auditor General of the state of New South Wales crit-
icising the sorry level of ‘cyber uplift’ in that jurisdic-
tion, as recently in February 2023, to see that the 
Home Affairs Department annual assessments only 
cover the federal government’s activities, and do not 
represent a state of the nation report card for cyber 
security. Australia has six states and two territories. 
New South Wales (whose capital is Sydney) is the 
wealthiest and most cyber capable state. If it is as-
sessed by its own Auditor-General as operating 

below standard in cyber security, we might conclude 
that most of the other jurisdictions represent weak 
links in national cyberspace protections. 
 
Regrettably, the moral authority, political weight, 
and policy remit of the various sources of evaluation 
of national cyber security remain highly variegated 
and cannot be considered to offer a coherent and 
comprehensive framework for evaluation. At the 
same time, they do present a foundation for the fed-
eral government and the parliament, along with 
other stakeholders, to build upon to achieve that 
outcome. 
 

Evaluating ‘spooky’ policy 
 
Open government in Australia, including public eval-
uation of program performance, has always oper-
ated in the shadows of an overriding preference of 
political leaders for less transparency, rather than 
more, a practice entrenched in law in 1914.30 Critics 
will say that the country’s freedom of information 
laws operate as a ‘freedom from information’ regime 
and were designed in that way.31 The country has 
one of the weakest privacy regimes among liberal 
democracies32 and on at least one occasion the na-
tional government has engaged in a secret trial, an 
event subsequently described by the Attorney Gen-
eral of the successor government as ‘anathema to the 
Australian system of criminal justice’.33 Its commu-
nications monitoring regimes for metadata to sup-
port counter-terrorism rules are among the most 
draconian in the world.34 That report was headlined 
‘Australia May Well Be the World’s Most Secretive 
Democracy’. 
 
It is within this environment that the legitimate 
needs of the national security cyber agencies for se-
crecy have been operating. It is an environment that 
has not fostered public evaluation of national secu-
rity agencies or their operations with any meaning-
ful detail. The intelligence agencies, especially ASD, 
have had a high degree of influence over all public 
disclosures and usually lean toward secrecy rather 
than transparency. Evaluation of the intelligence and 
security dimensions of national policy have a clear 
history of reviews,35 in some cases in response to 
disaster or visible mismanagement, rather than reg-
ular evaluation as a standard operating procedure. 
 
This tension between national security activity and 
less sensitive activity from the point of view of eval-
uation is visible in the Department of Foreign Affairs 
and Trade (DFAT) which has a world class approach 
to monitoring and review of its development pro-
grams (inherited from the former Australian aid 
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agency that it absorbed), but which appears to have 
far less interest in open-source evaluation of na-
tional security programs. It published policy evalua-
tion plans in 2022 and 2023 that did not include 
mention of its international cyber policy grants val-
ued at tens of millions of dollars annually.36 
 
ASD has become much more open in recent years, in-
cluding through publication of a public domain an-
nual report to government, like all federal agencies. 
It now publishes an annual threat report. Together 
these documents, and several other regular publica-
tions, have allowed unprecedented insights into its 
performance. The now quite regular practice of dis-
closing detailed information on cyber threats to help 
national stakeholder be better prepared and to sup-
port Allied policies of deterrence of foreign cyber at-
tack represent quite a fundamental shift in its tradi-
tional approach to secrecy. However these disclo-
sures do not for obvious reasons have sufficient de-
tail to form the basis of a comprehensive judgement 
that the agency is performing well in protecting na-
tional cyber security. 
 

Evaluation 2016-2020 
 
The 2016 policy reset for cyber security set in train 
by the government under Prime Minister Turnbull 
looked promising. It included a new national cyber 
strategy, a Defence White Paper giving un-
precedented attention to cyber capabilities, 
appointment of the first ever Minister for Cyber 
Security, a dedicated cyber security policy unit in the 
Department of Prime Minister and Cabinet, 
establishment of an industry growth centre to 
promote the domestic  cyber security industry, and 
appointment of a cyber ambassador in the 
Department of Foreign Affairs and Trade. One of the 
most revolutionary and influential changes was the 
creation in July 2017 of a division of information 
warfare in the Australian Defence Force and the 
elevation of the Joint Capabilities Group in which it 
was placed to the status of a single service (such as 
the navy, army, or air force). 
 
The reset certainly stimulated many enduring 
improvements in policy and in evaluation of it. 
Turnbull was the most cyber savvy member of his 
Cabinet, but most of his peers had little interest in 
the subject. There was a shortfall between ambition 
and follow-through. Government restructuring had 
a negative impact, especially the creation of a new 
Department of Home Affairs (DHA) in December 
2017 whose massively-enhanced remit would 
include the cyber portfolio. The momentum was 
further lost as a result of the failed leadership bid in 

August 2018 by the first DHA Minister, Peter Dutton, 
resulting in the elevation of Scott Morrison to the 
post of Prime Minister. 
 
In 2016, several months prior to the release of the 
Turbull government’s cyber security strategy and its 
Defence White Paper, I assessed that ‘There has been 
no effort in public by the government to benchmark  
 
Australian national security needs in cyber space in 
the same way as we benchmark naval, air and 
ground capability against strategic needs (strengths 
and weaknesses of potential enemies and their 
intentions) and against Australia’s budget 
constraints’.37  
 
Several days before the launch of the Turnbull cyber 
strategy, a colleague and I proposed a process to 
benchmark Australian cyber policy reform against 
that of the UK and the US.38 In the 2016 strategy, the 
government committed to annual evaluation and 
corresponding update of its action plan but without 
a clear framework.39 We followed up in May with a 
proposed set of benchmarks for Australian cyber 
policy, as set out in Box 1.40 
 
  

Box 1: Benchmarks for Cyber Policy Reform 
Proposed in  2016 

 
1. Consistent articulation of the different domains 

of cyber security (crime, business, privacy, 
war); of the many dimensions of cyber security 
(technical, human, social and legal); and differ-
entiated responsibilities of different sectors   

 
2. Consistent and comprehensive articulation of 

the threat environment and variegated re-
sponse options. 

 
3. A comprehensive suite of governmental, cross-

sector, private-public, professional, and civic or-
ganisations active in cyber security 

 
4. National consensus on the line between sover-

eign capabilities and the global communities of 
practice  

 
5. Effective monitoring of business and economic 

threats and rapid response capabilities at the 
enterprise level 

 
6. Nation-wide preparedness for the unlikely but 

credible threat of an extreme cyber emergency 
 
7. Effective response capabilities for social threats 

(crimes) against individuals, including children 
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However, consistent with the judgement mentioned 
above that evaluation in implementing departments 
had become moribund, the commitment in the 2016 
Cyber Security Strategy to annual review was not 
honoured beyond perfunctory restatement of 
objectives with claims that the government had done 
more or better on almost all fronts. A 2017 external 
analysis from the Australian Strategic Policy 
Institute found that the first annual update in 2017 
was ‘almost devoid of self-assessment, and its 
approach to the review process is flawed’.41 
Moreover, in 2018, the government walked away 
from its commitment for annual updates of the 2016 
cyber-security strategy.42 Its reasoning seemed to be 
that the strategy no longer matched the operational 
environment, with the escalation of threats in 
cyberspace, including the increasing use of the 
information domain by Russia and China for political 
interference.  
 
One of the most useful regular assessments of 
progress in cyber policy to emerge came from the 
Australian Cyber Security Sector Growth Centre, 
later renamed as AustCyber, set up under the 2016 
strategy with government funding. In 2017, it began 
to publish an annual review under the rubric of a 
‘sector competitiveness plan’.43 The assessments in 
the first report were somewhat stark: 
 

• Australia’s system for research and 
commercialisation is inefficient 

• the ‘current market environment constrains 
the growth prospects of smaller Australian 
cyber security businesses and startups’ 

• a serious skills shortage is limiting the 
growth of the Australian cyber security 
industry’.44 

 
However, consistent with the judgement mentioned 
above that evaluation in implementing departments 
had become moribund, the commitment to annual 
review there was not honoured beyond perfunctory 
restatement of objectives with claims that the 
government had done more or better on almost all 
fronts.  
 
By 2020, the AustCyber sector competitiveness 
annual report had become far more adept at 
quantitative metrics and still retained a critical 
perspective, providing one of the best performance 
assessments of key areas of government policy, 
especially responses to the skills deficit.45 On the 
other hand, its evaluative character was counter-
acted somewhat by its ‘cheer leader’ mode of 
operation. (AustCyber’s founding brief was to 
promote the growth of the sector.) 

An especially persuasive set of evaluations emerged 
from the National Audit Office (ANAO) between 
2016 and 2020.46 One of the earliest addressed the 
adequacy of cyber security in the ANAO itself -- 
finding a high commitment to cyber security but a 
lack of critical review of the services which were 
largely provided by external suppliers: ‘the ANAO 
does not effectively monitor the implementation of 
these controls, or assess the risk of known 
deficiencies’.47 This audit report flagged the 
intention of the ANAO to expand its reviews of cyber 
security in Australian government agencies relying 
where necessary on information from key 
government agencies such as the Australian Signals 
Directorate (ASD) for guidance.48 
 
The subsequent ANAO reports up to 2020 were a 
combination of bad and good news for the 
government. As summarised by Australia’s ABC 
News, in 2018, ANAO found in a review of the cyber 
resilience of three government agencies they 
showed ‘low levels of effectiveness … in managing 
cyber risks’, following three previous audits of 11 
government entities that the ANAO assessed had 
‘high rates of non-compliance’ with government-
mandated standards.49 On the other hand, for 
example, a 2019 report found that the Australian 
Reserve Bank and the Australian Securities 
Commission were observing the ASD ‘essential 
eight’ strategies,50 and that Australia Post was not. 
The report further found that the Bank and the 
Commission had ‘high levels of resilience compared 
to 15 other entities audited over the past five years’ 
and that Australia Post was ‘not cyber resilient’. In 

2020, the parliamentary Committee on Public 

Audit called for more cyber security evaluations in 

government departments because of the continuing 

compliance failures.51 
 
Key national security agencies (Defence, Home 
Affairs and Foreign Affairs and Trade) had all 
received negative cyber security reviews on 
different counts by 2020, including in the case of 
Defence, weaknesses in its security vetting of 
defence contractors for cyber security controls.52  
 
In a mid-term report in 2020 on his first five years as 
Auditor General, the incumbent Grant Hehir, 
observed that cyber security of government 
financial systems was the area of operations that 
most frequently received adverse findings 
(‘consistently identified non-compliance’ with 
standards).53 He further observed that ‘With cyber 
security being an area of government priority for 
many years, these findings are disappointing’. 
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Evaluation 2020 – May 2022  
 
Political commitment to the cyber policy reform 
took a new turn in mid 2020, even though Ministers 
in post lacked the same sort of commitment and 
engagement as in the Turnbull period. The 2020 
reset was brought about by what the government 
saw as a deterioration in the country’s strategic 
circumstances, including in cyberspace. The cyber 
reset in 2020 followed two clear pathways, and 
defence policy became its main driver.   
 
Cyber security had moved to the centre stage of 
Australian government thinking about national 
security. This was reflected in the release in July 
2020 of a ‘Defence Strategic Update’ which further 
elevated offensive cyber operations to an important 
role in Australia’s stand-off capabilities.54 In August 
2020, Australia released a new Cyber Security 
Strategy55 adopting a greater sense of urgency than 
its predecessors. It warned of increasing threats 
from other countries, and escalating risks from 
rapidly changing technologies and new levels of 
connectivity.56  
 
The 2020 cyber strategy said that evaluation is 
important to the government and it included a short 
checklist of metrics for performance by government 

and business. 57 None of these were truly 
appropriate  ‘metrics’ in any true sense of the word 
(a quantitative assessment for comparing 
performance) unless ‘doing more’ or ‘producing 
more’ might be understood as a credible metric.  
 
The 2020 cyber strategy set up a new Cyber Security 
Industry Advisory Committee which would ‘make 
public reports about the progress of this Strategy’.58 
This was an important advance, though not quite the 
same as independent and comprehensive 
evaluation. The strategy set 15 metrics for 
government, and others for industry and the 
community. The first annual report of the 
Committee in 2021 sets out over 12 pages a 
convincing summary of government actions against 
most of the metrics, but the assessments are 
qualitative and fairly generalised beyond stating 
specific government actions (such as introduction of 
new legislation or setting up a new organisational 
unit.)59 Its approach is set out in Box 2.60 
Responsibility for evaluation of components of the 
strategy is assigned to the government stakeholder 
responsible for its implementation. 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The second annual report of the IAC follows the style 
of the first one. It claimed that ‘program-level 
evaluations continue to measure the impact and 
effectiveness of the Strategy’s initiatives on a 
business-as-usual basis’.61 It appears that this 
approach was the one described in text that is called 
out in Box 2. It also noted that the government had 
advised the IAC that a ‘strategic evaluation 
framework is being progressed in 2022 and will 
provide an assessment of the progress, impact and 
value of the Strategy’.62 
 
It includes an important realisation: 
 

If we are to meet all of these challenges and 
thrive in the accelerating digital world, we 
are going to need to substantially uplift our 
cyber skills base. And we are going to need 
to do this right the way across the spectrum 
from deep cyber expertise to basic cyber 
hygiene practices, through our schools and 
universities, governments, and industry; and 
we are going to need to do it fast.63 

 
The question arises whether the IAC had intended to 
offer any comprehensive evaluation of how to do 
that. Its 2022 report does not comment on the 
adequacy of tertiary education in the country for 
that purpose beyond mentioning some outreach or 
pipeline activities. It makes a very broad suggestion: 
 

Box 2: Evaluation Approach of the Industry Advi-
sory Committee 2022 

 
An Evaluation Approach has been established for the 
Strategy, providing a framework to guide the con-
sistent, robust, and transparent evaluation of out-
comes and performance of the Strategy and its con-
stituent components. The Evaluation Approach sets 
out the principles that will be applied to all evaluation 
activities under the framework, as well as an evalua-
tion hierarchy that translates between the metrics 
and outcomes identified in the Strategy, and the more 
specific program level measures required to monitor 
the effective implementation of the Strategy. This 
Evaluation Approach is intended to enable Govern-
ment to allocate responsibility for evaluation and re-
porting under the Strategy in a consistent manner, 
making use of existing evaluation mechanisms within 
agencies rather than duplicating effort. These evalua-
tion responsibilities have also been mapped against 
the Strategy’s governance structures, differentiating 
between internal Government performance evalua-
tions, security classified elements, and public ac-
countability of what outcomes have been achieved un-
der the Strategy and their impact on Australia. 
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The Department of Education and the Jobs 
and Skills Agency should encourage and 
assist Australia’s educational institutions to 
build more basic cyber skills in a broader 
range of curriculums such as software 
engineering, robotics, and other tertiary 
programs. The Committee emphasised that 
while deep cyber specialists are important, 
Australia also needs to better equip a 
broader range of technologists.64 

 
The 2022 review includes a three-page section on 
formal evaluation, 65 and there is clear evidence of 
growing determination by it and by the government 
to improve its evaluation. For example, in evaluating 
success in overcoming skills shortages, the report 
notes that the Commonwealth Department of Indus-
try, Science and Resources (DISR) funded three pro-
jects in 2022 as part of a $2.5 million effort ‘to im-
prove data collection on cyber skills shortages’.66  
 
The results of this effort have yet to be revealed. 
Moreover, measuring the skills shortage in very gen-
eral terms has been one of the easiest targets for 
data collection in terms of numbers of graduates in 
the cyber security field in general at several degree 
levels, but further serious analysis of the impact of 
the shortages in any more granular detail has not 
been forthcoming. The efforts have also been ham-
strung by underestimating the scale of the challenge. 
The IAC report assesses the outputs as encouraging 
but mistakes them for outcomes (”the initial pro-
gram outcomes indicate that Australia’s cyber secu-
rity posture has been significantly improved”).67 The 
data points the Committee cites are “outputs”, not 
“outcomes”, to use evaluation terminology,  since 
there is little analysis of whether the threats have 
been reduced in any substantial way by the cited 
outputs. 
 
While recognising that a more comprehensive and 
robust evaluation framework was needed, the IAC 
reports that its evaluation of the ‘outcomes of gov-
ernment programs’ were assessed against: 
 

• the quality and quantity of stakeholder ac-
cessibility and uptake 

• the reduction of harm to Australians and 
our national interests (the number of activi-
ties from cyber criminals which were dis-
rupted) 

• and the passage of legislation or regulatory 
reforms.68  

 
Despite the claim in the second item that the evalua-
tion included an assessment of a measurable 

reduction in cyber harm to Australia, the IAC assess-
ment did not offer clear evidence of that. 
 

Evaluation under a new Government 
 
A change of government in May 2022 from the 
Liberal National Party coalition to the Australian 
Labor Party put Australia in a new position to 
improve its evaluation of the cyber security sector. 
But the unfolding of events was episodic and 
reactive as more negative reports rolled in and as 
unprecedented data breaches rocked the confidence 
of the Australian public in national cyber security 
capability.  
 

Auditor-General 
 
In June 2022, an ANAO assessment of critical 
infrastructure protection (of which cyber 
infrastructure is a critical element) found the Home 
Affairs Department had not followed through key 
commitments to compliance: ‘The majority of policy 
and procedural documents (15 of 22) to support 
possible critical infrastructure related compliance 
activities were drafted, but not finalised and 
approved, or included in the department’s policy 
and procedural repository.’69 It also found that ‘The 
Critical Infrastructure Resilience Strategy, which 
guides the work of the Cyber and Infrastructure 
Security Centre, has not been updated since 2015, 
despite including a review point in 2020, and plans 
by the department to update it since at least 2019.’ 
 
In August 2022, the ANAO published its annual 
report identifying cyber security as one of three 
areas where government entities had regularly 
failed to meet expectations of good performance.70 It 
observed one cause of this that is particularly 
relevant to evaluation: ‘optimism bias in reporting 
by entities, and little analysis or evaluation of the 
success or otherwise of the policy framework’. The 
observation that there has been little analysis of the 
policy framework is an indictment of the lack of 
effectiveness of whatever evaluation processes have 
been in place. The report noted ‘poor delivery of fit-
for-purpose cybersecurity within the [government 
IT] sector’.  
 
In a report issued on 14 November 2022, the 
Australian National Audit Office (ANAO) found that 
the Department of Foreign Affairs and the Australian 
Federal Police had fallen short in meeting basic 
standards in cyber security for supply chain 
assurance: ‘AFP and DFAT do not manage 
compliance of contracted providers with the PSPF 
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requirements for cyber security’.71 (PSFP is the 
government-mandated Protective Security Policy 
Framework.) 
 

AustCyber 
 
In the 2022 sector competitiveness plan, AustCyber 
found that Australia is slipping off the pace in several 
important aspects of cyber policy reform. It 
identified three key challenges: limited support for 
start-ups, lack of access to export markets, and 
workforce shortages.72 It noted that government 
funding for cyber security research had decreased 
from $9.8 million in 2019 to $7.5 million in 2022.  On 
the skills deficit, in spite of growth, there would still 
be a shortfall of around 3,000 skilled workers by 
2026. The report also found that in Australia, the 
growth of the cyber security sector had been slower 
than for the top nine countries by annual growth 
rate.73  
 

Incidents speak louder than words 
 
The change of government in May 2022 was 
followed by several cyber incidents on a national 
scale that by the end of the year would serve to 
puncture the complacency in the Australia’s cyber 
ecosystem. There were two incidents of compromise 
of sensitive personal data in quick succession (from 
Optus and Medibank) that were unprecedented in 
the country and rocked community confidence in the 
country’s cyber security, even if the number of 
citizens affected was much smaller than in similar 
incidents in some other countries.  
 
On 22 September, the telecommunications company 
Optus reported a possible compromise of personal 
data,74 and confirmed that attack two days later.75 
The response outlined by the company indicated 
(only on 30 September) that the personal 
identification credentials of ‘more than 10,000 
customers’ had been ‘unlawfully released’. 
 
On 13 October, the country’s largest private health 
insurer, Medibank Private, reported that it was 
investigating a cyber incident and that ‘there is no 
evidence that any sensitive data, including customer 
data, has been accessed. 76 For six days, up to 19 
October, Medibank was not able to reveal to 
customers from its own forensic investigation that 
any data had been stolen, but was forced to confirm 
its earlier fears that it had been subject to a 
ransomware attack after a criminal gang contacted it 
to say that some of the stolen data had been released. 
The personal health records and personally 
identifiable data (PID) of more than 10 million 

existing and former customers had been 
compromised. The criminals had accessed 
everything. It was only on 23 February 2023 that the 
company officially revealed the weaknesses in their 
cyber security that had allowed the breach to occur. 
It was breach of the most basic kind.77 
 
The reaction reported at the time was one of 
outrage, largely generated by poor communication 
strategies and lack of transparency of the two 
companies.78 Equally disappointing was the fact that 
government cyber and law enforcement agencies 
closed ranks behind the companies and 
demonstrated little awareness of more effective 
incident response, let alone a preparedness to admit 
that the incidents might have reflected that not all 
was well in the Australian cyber ecosystem. 
 
The Minister for Home Affairs, Clare O’Neil, 
expressed the view in December 2022 that 
Australians ‘are waking from a cyber slumber’.79 Her 
assessment of the previous government’s record on 
cyber security was damning. In parliament, during 
discussion of these issues, she hectored the 
Opposition with taunts of ‘you did nothing’ in your 
ten years of government. Officially, she summarised 
this view as follows: 
 

We did not do the work nationally over the 
last decade to help us prepare for this 
challenge. Prime Minister Morrison’s 
decision to abolish the Cyber Security 
Ministry when he came to office was a 
shocker.80 

 
O’Neil vowed to ‘turn this set of disasters into a 
permanent step change in cybersecurity for the 
country’ to make it ‘the world’s most cyber-secure 
country by 2030’. By the time of the Press Club 
speech, the new government had taken come 
measures in response to the data breaches.81 O’Neil 
used the occasion to announce another cyber 
security review to inform the drafting of a new cyber 
security strategy. 
 
She referenced a seemingly new collaboration 
between the ASD and the Australian Federal Police 
involving a 100 person-team permanently assigned 
to identifying and prosecuting criminal hackers. She 
acknowledged that ‘it will take some time’ to see 
results from this effort. She also announced a 
specific investigation into lessons learned in the 
Optus and Medibank attacks. 
 
If O’Neil’s assessment was correct, then it can be 
interpreted as a negative evaluation of what had 



10 

 

 

gone before in national cyber policy. By February 
2023, the government announced creation of a new 
post of Coordinator for Cyber Security to be 
supported by a National Office for Cyber Security 
within the Department of Home Affairs.82 On that 
occasion, PM Albanese committed to a greater sense 
of urgency: ‘This is a fast-moving, rapidly-evolving 
threat and for too many years, Australia has been off 
the pace. Our government is determined to change 
that’. O’Neill echoed the PM: ‘we cannot sleepwalk 
into our cyber future. I want Australia to be the 
world’s most cyber secure country by 2030. … 
Government needs to walk the talk’.83 
 

Unrevealed Weakness 
 
The urgency of the need for reform was further 
revealed when the Office of the Australian 
Information Commissioner (OAIC) reported on 1 
March 2023, that there had been a 500% increase 
(from 1 to 5) on notifiable data breaches in Australia 
affecting over one million people in the last six 
months of 2022 compared with the previous six 
months.84 The period had seen an increase from 24 
to 40 of notifiable data breaches affecting over 5,000 
people in the second reporting period.85 Poor cyber 
security accounted for a large majority of all 
breaches reported. One important implication of this 
release of this data in March is that while domestic 
debate about data breaches was raging from October 
through to February, the OAIC had information 
relevant to the increasing frequency of such attacks 
that was kept out of the public eye at the time. 
 

MIT Technology Review Insights 
 
In the face of these horror stories and declarations 
of the need for significant reform, a  striking report 
replaying the country’s optimism bias in cyber 
security evaluations surfaced in the release of the 
Cyber Defense Index in March 2023 by the MIT 
Technology Review Insights group. For the top 20 
countries, the report assessed ‘how well their 
institutions have adopted technology and digital 
practices to be resilient against cyberattacks, and 
how well governments and policy frameworks 
promote cybersecure digital transactions’.86 
Australia was ranked first in the world for cyber 
reform, with a summary assessment extracted here 
in Box 3.  
 
The MIT Technology Review analysis nevertheless  
is probably flawed. In the first place, making digital 
infrastructure widely available in no way reflects on 
how secure it is (though the word ‘robust’ may be 
intended to reflect some element of security). 

Second, the assessment is largely of intentions, not 
outcomes. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
The Index is based mainly on a 2022 survey of 
around 50 senior executives in each country who 
have lead-responsibility for cyber security in their 
organisation.87 On the one hand, this is asking 
essentially for self-evaluation of enterprise cyber 
security effectiveness by the people charged with 
undertaking it. On the other hand, it is asking for 
assessments of the effectiveness of reform of public 
policy in cyber security by governments from people 
with little expertise in evaluating public policy 
reform, except as it affects their enterprise. 
 
In addition to the survey, the report relied in 
unspecified ways on a diverse range of sources, 
many of which have their own methodological 
challenges in terms of reliability.88 The methodology 
also included ‘primary research interviews with 
cyber security professionals, technology developers, 
analysts, and policy makers’, ‘complemented by a 
consultative peer-review process with cybersecurity 
technology analysts’. Relying on these inputs, the 
authors assigned weighting assumptions ‘to 
determine the relative importance’ with which each 
indicator and pillar influenced a country’s cyber 
security posture’.89 The 13-person expert panel used 
by the CDI to review material does not appear to 
have included anyone with deep expertise in 
Australian cyber policy. 
 
Minister O’Neil unfortunately claimed that the 
report ‘said Australia’s first-place score reflected the 
Albanese Government’s efforts to make robust 
digital infrastructure widely available’. As can be 
seen in Box 3, the report did not mention the 
Albanese government which had only been in 
government a few months when the analysis had 
been published.  
It is unclear when the survey was conducted or how 
the framing of the questions might have enabled any 

Box 3: CDI Summary Assessment of Australian 
Cyber Policy 

 
Australia’s first-place CDI score reflects efforts to make 
robust digital infrastructure widely available. The Aus-
tralian government strives to use digital tools and reg-
ulations to safeguard personal data and digital trans-
actions. It committed to overhauling cybersecurity 
laws, pledging to shelve a previous roadmap. The im-
portance of this was underscored by a hack of Optus, 
its second-largest mobile carrier, in which 2.8 million 
records were stolen. Its business leaders have high 
confidence in the government’s cybersecurity stance. 
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distinction between the political agenda of the 
Albanese government and the robust and wide-
ranging reform agenda already in place and being 
implemented by government officials, business 
leaders and other stakeholders under the previous 
government.  
 
Most importantly, the survey and the secondary 
sources appear to have paid little attention to 
outcomes in cyber security (increasing numbers of 
cyber graduates, increasing levels of unprosecuted 
cyber crime, increasing levels of personal data 
breaches). 
 
A massive cyberattack on Latitude Financial in 
Australia, affecting 14 million people , also in March 
2023, underscores the ongoing issues and the need 
for no complacency.90  

Three Factor for Evaluation 
 
There are three qualitative characteristics of policy 
reform which might be applied to evaluating the new 
cyber security strategy: 
 

• a sense of urgency 
• a commitment to comprehensiveness 

and coherence 
• investment of political capital for deep 

reform 
 
Achieving these benchmarks depends on shared 
leadership by governments, industry, and 
community actors (especially educators). These 
elements were not as visible as they needed to be in 
implementation of the 2016 strategy by national 
leaders responsible in government, business, and 
community groups. Much has been achieved in that 
period and the national scene looks very different in 
important ways. Yet significant shortcomings 
remain. 
 

Urgency 
 
The case for urgency is made on a frequent basis, 
with each new report about the increasing threats 
and the lack of resolution of underlying shortcom-
ings. On 1 June 2023, the Opposition spokesperson 
on home affairs and cybersecurity observed that 
‘that espionage and foreign interference is higher 
than at any point in our history’ and ASD ‘has warned 
of near constant cyber attacks on our government 
networks and critical infrastructure operators’.91 On 
30 May 2023, the Tech Council reported that the 
country would have to work harder to deliver the 

‘hundreds of thousands more people working in tech 
to meet the country’s expected digital needs over the 
next decade’.92  
 
The US adopts a far greater sense of urgency than 
Australia. On 29 March 2023, US President Joe Biden 
renewed the national state of emergency in cyber-
space first declared by President Obama on 1 April 
2015 and renewed every year since then.93 The Ad-
min-istration noted that ‘significant malicious cyber-
enabled activities continue to pose an unusual and 
extraordinary threat to the national security, foreign 
policy, and economy of the United States’.    
 
By 2022, Australia began to approach the attitude of 
urgency adopted by the US seven years earlier. In is-
suing a new ‘Australian Government Crisis Manage-
ment Framework’ in November of that year, the fed-
eral government had more fully incorporated cyber 
emergencies into national policy.94 Australia does 
not however appear to have  realised the potential 
value of declaring  a national emergency in cyber-
space. As the Royal Commission into Natural Disas-
ter Arrangements observed, the value of such a dec-
laration in those circumstances can be substantial: 
‘A declaration would signal to communities the se-
verity of a disaster early, act as a marshalling call for 
the early provision of Australian Government assis-
tance when requested, facilitate coordination with 
state and territory emergency management frame-
works, and, in very limited circumstances, allow the 
Australian Government to act without a request 
from a state or territory’.95 
 
The current emergency response framework does 
not specifically list a ‘cyber’ emergency among the 
items on a list of ministerial responsibility, but it 
would be covered under the provision that the Min-
ister for Home Affairs is responsible for ‘Domestic 
security-related incidents (excluding terrorist inci-
dents) or other domestic crises with no clear minis-
terial lead’.96 It does say elsewhere that the relevant 
policy governing response coordination will be in 
line with the ‘Cyber Incident Management Arrange-
ments’.97 ASD would be the lead agency coordinating 
the response. The federal government reports only 
low to moderate take-up by government agencies of 
important ASD-recommended preparedness 
measures.98 
  
While the administrative significance of declaring a 
national emergency in cyberspace differs quite 
substantially for Australia compared with the US,  
the Australian government might benefit from a shift 
in its rhetoric to be more consistent about the 
urgency of the threat. Reporting processes in the 
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federal government for cyber attacks on Australia 
and alert notices for possible cyber vulnerabilities 
(at the technical level)  have improved  substantially 
in recent years, but the quality of the data provided 
by government leaves much to be desired.  
 
There has been little transparency from the 
companies affected by mass breaches of personal 
information in 2022 and 2023 (Optus, Medibank, 
and Latitude) about why their systems failed to 
prevent the attacks and then failed to adequately 
compartmentalise the sensitive personal 
information. 
 
Moreover, reporting on cybercrime (especially 
prosecutions and convictions) remains woeful at 
federal and state level. The lack of qualitative, 
regular and in-depth reporting on cyber crime in 
Australia undermines the efforts of governments to 
mobilise more effective defences. The lack of success 
by Australian police forces, especially the Australian 
Federal Police, in bringing cyber criminals to justice, 
or at least ending their attacks, is also an indicator of 
lack of urgency by Australian governments. It can be 
seen as an issue of priorities (catching cyber 
criminals versus the prevention of domestic 
violence) but the balance does not appear to go far 
enough in the direction of support for cyber security 
policing. Governments need urgent solutions in both 
areas of criminality, so obviously need to spend a lot 
more in both areas and focus the spending more 
effectively. 
 
Another important indicator of urgency might be a 
commitment by governments to reach certain 
targets in addressing the cyber skills gap, then 
perhaps the government could commit to closing 
that gap completely. For example, if the current skills 
deficit for 2025 is assessed at 3,000, can the federal 
and state governments commit to closing that gap by 
2025? At present, the main benchmarks appear to be 
merely an  improvement in the size of the available 
work force rather than a commitment to securing 
enough skilled professionals, either through 
education of Australians or through skilled 
migration programs.  In fact, the skills deficit is not 
as simple as that, but the absence of any targets for 
closing the gap seems to undermine the credibility of 
government claims of urgent threat. The 
commitments by ASD and Defence in 2020 to expand 
their work force by a large figure, and then in 2022 
under Project Redspice to increase that figure for 
‘analyst, technologist, corporate and enabling roles’ 
to 190099 was a strong indicator of greater urgency, 
but that ambition was not ever mapped out in public 
with a credible cyber security education strategy for 

Australian citizens (that is people who can receive a 
security clearance for working with the most 
sensitive intelligences sources and methods).  
 
A new body, Jobs and Skills Australia, was legislated 
on 16 November 2022, and this legislation was 
amended on 23 March 2023 to finalise its structure 
as a tripartite, statutory body designed to guide 
response to Australia’s workforce challenges. It has 
yet to zero in on cyber-skills as a defined priority for 
its work. Likewise, the relevance of the Government 
response for the March 2023 Parkinson Report on 
Immigration100 needs incorporation here, as will the 
forthcoming report of the Universities Accord Panel. 
 
There would need to be a clearer sense of urgency in 
legal reform for cyber policy in Australia. It has 
largely been reactive, and it typically defaults to 
more power for the governments and less power for 
citizens. The country’s laws do not compare favora-
bly to those in leading peer jurisdictions in compre-
hensiveness, reach and effectiveness. The artificial 
intelligence revolution is already occurring, and 
Australian law reform is not moving quickly enough 
for the challenges that this brings to cyber security 
policy and operations. 
  

Coherence 
 
According to the OECD, policy coherence is not only 
economically valuable but essential for achieving 
primary goals. The first requirement for coherence if 
applied to the field of cyber security is that a policy 
(or set of policies) should address all the key planks 
or pillars – that it should be comprehensive and 
address: 
 

• low rate of arrests and convictions for cyber 
crime 

• special protections for children and other 
vulnerable groups 

• security of personal information/data 
• security of systems 
• formal and informal digital education 
• community awareness 
• privacy protection 
• national digital transformation 
• advancing national security and defence.     

 
A view of the types of policies needed to achieve 
policy coherence is in Box 1 above.  
 
Policy coherence can be demonstrated by 
identification of clear synergies between specific 
programmatic activity undertaken under separate 
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pillars and across the full relevant system producing 
the results to be addressed. A mere claim of synergy, 
for example, between more cyber security education 
and improved workforce outcomes, would be 
inadequate.  
 
A mature test of coherence might involve the 
identification of clear trade-offs between spending 
on programmatic activity undertaken under 
separate pillars. For example, a policy might usefully 
say we have made a conscious decision to spend only 
small amounts on capturing cyber criminals since 
this would be less productive than using the 
available investment funds for community 
education about the threats and resilience. This 
point is debatable but coherence can only de 
demonstrated by discussing and analysing the 
relationship between pillars of policy. 
 
Cyber coherence is also more likely to be in play 
when the government is focused on creating a cyber 
ecosystem rather than simply addressing 
independent pillars of activity. Cyber security 
education must be addressed as an ecosystem issue, 
not as segmented. Increasing cyber crime could be 
seen as a failure of the policies for a cyber education 
ecosystem in business and communities. 
 
Most importantly, policy coherence should be 
measured and documented. For this, longitudinal 
studies and comprehensive evidence collection 
against evaluation criteria would be essential 
components. For this reason, university-based 
researchers expert in public policy would be 
essential actors since only they can provide the 
necessary rigor and expertise for sustained 
longitudinal analysis. Most governments around the 
world have not performed well in this area, and the 
Australian government has also shown itself unable 
to do it.  
 

Depth 
 
We need to set targets that represent deep 
transformation, not simply marginal increases on 
performance. For example, instead of lazy targets 
such as a ten percent increase over five years in 
cyber graduates from university programs, we 
should have specialisation-specific outputs that can 
trigger radical outcomes, such as 50% growth in 
graduate numbers in threat intelligence. But for that 
we may need first a university program in cyber 
threat intelligence, with the spending programs 
from government and industry to match. 
 

We would want to see evaluation of targets against 
the depth criterion. 
 
We would want to see higher visibility for the 
inclusion of specialists in setting targets and 
monitoring them, not just broad consultation when 
a new strategy is being considered. True 
specialisation would be manifested in university-
sector review of any reports by consulting 
companies such as the Big Four, as made even more 
clear by the public controversy about the activities 
and conflicts of interest for PwC that emerged in May 
2023. Thus depth would depend on a 
comprehensive set of bodies and nodes of action that 
frequently contribute to cyber policy deliberation, 
planning and evaluation. 
 
Another aspect of depth in policy reform would be 
an expansion of the number and types of actors 
involved in behavioural change and stronger 
networking of them into a force for change. In this 
respect, creating umbrella organisations or nodes is 
certainly useful. For example, as part of its 2016 
package reforms, the Turnbull government began to 
set up cyber security nodes in the capital cities to 
bring together key actors. This was a step toward 
greater depth in reform policies but the initiative is 
still maturing. One test of their reach in 2023 and 
beyond would be to review the activities of the 
nodes outside the state capitals. A second type of 
deepening mechanism would be the creation of a 
cyber militia, or a ‘neighbourhood watch’ for 
cyberspace, where vulnerable users or simply 
serious users can gather for cyber security 
refinorcement. Another vehicle would be to rely on 
existing groups (professional associations, local 
councils, industry associations, community welfare 
groups) to be a focal point of new activity. 
 
The best single test of a government’s commitment 
to depth would be its new spending on cyber 
security education, including moves to make 
security in cyberspace a compulsory subject of 
education at all levels. Some have made the 
comparisons with road safety messaging and 
education, but in fact serious cyber security 
education would need to incorporate aspects of sex 
education, mental health education and basic 
education about forms of online crime. 
 
 

Compiling the Evidence Base 
 
When left to their own devices to evaluate their 
cyber programs, governments around the world 
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generally settle for a process of cherry-picking 
available activity data to demonstrate policy 
success, regardless of many shortcomings. 
Governments often avoid setting concrete targets 
lest they be forced to report shortfalls. Australian 
cyber policy practice on evaluation has been exactly 
that: cherry-picking to claim positive outcomes and 
little attention to assessments that may be negative. 
As noted above, the ANAO called this ‘optimism bias’. 
 
In Australia, one creditable exception to the ‘selec-
tive evidence’ approach in other fields of public pol-
icy has been the setting of comprehensive bench-
marks and targets for outcomes in ‘closing the gap’ 
in standards of living and social outcomes for the 
country’s indigenous people. This self-executing 
evaluation process has been accompanied by a legal 
obligation to report each year to the government and 
the national parliament. One example of a desired 
outcome of the strategy among 19 socio-economic 
goals is that ‘Aboriginal and Torres Strait Islander 
people enjoy long and healthy lives’ and the quanti-
tative target is that the gap in life expectancy be-
tween those communities and the rest of Australia 
will be eliminated by 2031.101 The ‘targets are spe-
cific and measurable goals that will be monitored to 
show how progress is being made across each of the 
outcome areas. Under each of the targets there are 
indicators that help to provide an understanding of 
how progress will be tracked’.102 
 
The political authority is a Joint Council representing 
a unique partnership between ‘the Commonwealth 
Government, state and territory governments, the 
Coalition of Aboriginal and Torres Strait Islander 
Peak Organisations (the Coalition of Peaks) and the 
Australian Local Government Association’. The re-
porting authority is the country’s Productivity Com-
mission, but it relies on data collected largely by 
other credible and authoritative organisations, in-
cluding members of the Joint Council, and it main-
tains a publicly available and consistent database 
available for public scrutiny.  
 
Data to assess the progress of policy goals is not cre-
ated by the authors of the evaluation (the annual 
‘Closing the Gap’ report). It is collected and assessed 
with input from the Australian Bureau of Statistics 
(BAS) and the Australian Institute of Health and Wel-
fare (AIHW). The current national agreement on 
‘Closing the Gap’ includes a new data development 
plan.103 This stipulates that the plan will ‘outline 
clear timeframes for actions to be delivered and 
which Party will be responsible for each action’. 
 

Cyber Data Development Plan 
 
Emulating the approach used for ‘Closing the Gap’ in 
indigenous policy, an evaluation methodology for 
national cyber policy reform must include a data 
development plan. There has been some progress on 
this in the Department of Home Affairs but the data 
collection is not closely enough tied to criteria for 
assessing outcomes. The Productivity Commission 
might be the most suitable agency for leading the 
development of such a data development plan, but 
the process would need to involve multiple 
stakeholders, all of whom are committed to bringing 
about the declared national goals in cyber security 
and all of whom have capabilities in the related data 
development for public consumption. 
 
The Annual Threat Report of the Australian Cyber 
Security Centre (ACSC) might be one place where the 
Australian government could canvas improvements 
resulting from cyber policy. According to the 2020-
21 version there appears to have been a 
considerable increase in investment  and much 
policy innovation, but with little improvement in 
national cyber security performance and large-scale 
increase in threat (such as a 75% increase in cyber 
intrusions related to ransomware).104 This 
correlation between increased investment in cyber 
security (billions of dollars) and little appreciable 
increase in security is one reason why many private 
sector firms are stalling in their investments and 
many workers are taking cyber security less 
seriously. The lack of credible evaluation of 
performance, accompanied by appropriate metrics, 
weakens the possibility of  greater cyber policy 
improvement. 

Conclusion: Towards Urgency, Co-
herence, and Depth 
 
The discussion leads us to the following 
questions: 
 

• Who should evaluate Australian cyber 
policy and how often? 

• What benchmarks should be used for 
evaluation? 

• What would be a practicable balance 
between qualitative and quantitative 
evaluation? 

• What would be a practicable balance 
between evaluating inputs, outputs, and 
outcomes? 
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• What would be involved in creating a 
federated ecosystem for cyber policy 
evaluation in Australia? 

 

Basic Principles 
 

1. The federal government should align its 
evaluation processes with the appropriate 
strategic focal points, especially the preven-
tion of cyber harms to the country, its busi-
nesses, and its citizens. There should be a 
single overall evaluation (to ensure coher-
ence between policy pillars) as well as sepa-
rate evaluations of each key policy pillar. 

2. The evaluations must be independent and 
therefore led by an eminent  social scientist, 
expert in policy evaluation and policy re-
form, who as ‘evaluation leader’ reports to 
the Department of Prime Minister and Cabi-
net. 

3. The mechanism of evaluation should include 
several distinct panels specialising in sub-el-
ements of national cyber policy (countering 
cybercrime, protection of citizens’ rights, 
technical aspects of cyber security, educa-
tion, and workforce development). 

4. The evaluation criteria and terms of refer-
ence can be set once the mechanisms of eval-
uation are in place since the criteria and per-
formance indicators would need to be deter-
mined by the expert panels under the guid-
ance of the evaluation leader. 

5. The evaluations must be highly transparent 
and open to public scrutiny (subject to the 
content detail not offering sensitive infor-
mation to cyber-criminals or hostile govern-
ments). 

6. The overall policy should be evaluated by 
this independent process every four years, 
with all sub-components evaluated at least 
every two years, bearing in mind that the De-
partment of Finance has advised that evalu-
ation should be a continuing and permanent 
element of policy delivery and there is a new 
Australian Centre for Evaluation being es-
tablished in Treasury to operate from 1 July 
2023. 

7. The government must commit to the best 
standards of evaluation and not limit itself to 
those currently practised by the Department 
of Home Affairs in its annual reporting on 
cyber security performance. This paper as-
sesses those to be less rigorous than those 
conducted even currently by other govern-
ment departments, such as the Department 
of Industry. 

8. Given the importance of cyber security to na-
tional security, the federal government 
should commit at least 3% of all cyber secu-
rity component spending to evaluation of 
their execution and outcomes. 

 

Strategic Focus on Cyber Harms 
 
Australia’s cyber security policy must be assessed 
against its reduction of cyber harms, the mitigation 
of cyber harms, and the prevention of cyber harms. 
 
These harms, by source, include: 

• Hostile state activity. 
• Criminal activity in cyberspace. 
• Anti-social but lawful practices. 
• Incompetence by users or operators. 
• Unforeseeable effects created by coinci-

dence of negative events. 
 
To address cyber harms from these sources is the 
most urgent purpose of cyber security policy. The 
prioritization in evaluation of urgent purposes over 
non-urgent purposes is an essential departure point. 
 
Non-urgent purposes, though very important, would 
be those designed to create social or economic value 
for its own welfare gains and have less to do with 
protection in cyberspace. Such welfare gains in-
clude: 

• Improved ICT knowledge and skills 
• Improved economic gains 
• More creative uses of cyberspace. 

 

Strategic Focus on Outcomes: Reduction in 
Cyber Harms 
 
The evaluation of cyber security policy must have a 
laser-like focus on outcomes: a measurable reduc-
tion in cyber harms and a measurable growth in na-
tional confidence that cyberspace is more secure and 
productive and less threatening as a result of na-
tional cyber policy. 
 

Strategic Focus on Whole of Society 
 
The evaluation must be rooted in the reality that im-
proved cyber security outcomes in Australia need to 
be delivered by many actors working in close coor-
dination, and the outcomes shaped by these actors 
should be focal points of evaluation: 
 

• National security agencies and their interna-
tional partners capable of preventing or mit-
igating cyber harms. 
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• Domestic police forces and their interna-
tional partners capable of successful prose-
cutions for cybercrime and related preven-
tion activities. 

• National, state-based, local and international 
actors whose mission is mitigation of the 
most serious cyber effects. 

• A vibrant and responsive system of laws and 
regulations. 

• A highly developed research ecosystem fo-
cused on national cyber security outcomes. 

• Domestic and international news media that 
act responsibly and are well-informed. 

• Civil society actors, in Australia and interna-
tionally, mobilised around the goal of im-
proved protection in cyber space. 

 
The federal government should consider bringing 
national cyber security out from under the shadows 
of the Australian Signals Directorate (ASD) even 
more than it has since 2016. This would allow it to 
concentrate much more on espionage and military 
issues while giving a more robust and fully inde-
pendent role to the National Cyber Security Centre 
as a non-defence agency, modelled on the US Cyber-
security and Infrastructure Security Agency (CISA). 
 
Strategic Focus on Rights and Obligations 
 
An overarching approach to evaluation must include 
assessment of impacts on citizens’ rights and obliga-
tions. In particular, there needs to be much more at-
tention paid to privacy issues arising from breaches 
of sensitive personal data.  
 
Individual Program Evaluations 
 

The framework should allow for individual program 
evaluations, of which the federal government’s for-
mal ‘Cyber Security Strategy’ is but one program, 
and not the totality of national effort in cyber secu-
rity policy that needs to be evaluated. 
 
The current government has identified core policy 
areas for the forthcoming strategy, but these cannot 
be allowed to dominate the evaluation because that 
would seriously degrade the strategic focus de-
scribed on the preceding page. These are necessary, 
but far from sufficient. These core policy areas iden-
tified by the government are: 
 

• A secure economy and thriving cyber ecosys-
tem. 

• A secure and resilient critical infrastructure 
and government sector. 

• A sovereign and assured capability to coun-
ter cyber threats. 

• Australia as a trusted and influential global 
cyber leader, working in partnership with 
our neighbours to lift cyber security and 
build a cyber resilient region.105 

 
The way the government organises its cyber security 
strategy around these four themes blurs fundamen-
tal priorities, such as security and business growth, 
that deserve much sharper articulation separately. 
These four policy themes appear to overlook others 
which have very high priority (such as reducing cy-
bercrime). Australia’s policies for countering and 
mitigating cybercrime are one of its weakest areas. 
The latest ACSC Threat Report records an annual 
76,000 cybercrime reports, an increase of nearly 13 
per cent from the previous financial year.106
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